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Security Audit Certificate

Application Name Website of Ministry of Steel
Test URL https://steel.fadsan.co.in/
Test dates Stage 1: 26-03-2025 To 27-03-2025

Final Stage: 05-06-2025 To 06-06-2025

The Web Application has undergone security testing as per OWASP and SANS

Conclusion . i ” )
Standard. Website may be considered safe for hosting and deployment with
the below recommendations followed.

Production URL https://steel.gov.in

Recommendations

1. Website may be considered safe for hosting with read only permissions.

2. The production server should have operating system and web server hardening done and

ensure security patches regularly.

Entire website should be hosted over valid HTTPS.

4. Recommended to continue the implemented custom error pages to prevent information
leakage through error pages.

5. Recommended to ensure upgrade of the Drupal CMS to latest Stable version.

6. Audit Trails, Sanitized logging and regular monitoring of the logs is recommended to implement
and to be maintained for at least one year.
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Note:

e The certification is valid till no changes are done on the application’s dynamic content or one year
from the date of issue whichever is earlier.

e The Certificate is generated based on the enclosed report with reference number, CDAC/14/ISS-
WA-RP-0548/06/25/2327.

e The Production URL is mentioned for reference purpose only. No testing has been carried out on

Production URL.
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